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SSO/Rest enables yoy to-

* Present ajl of your CA Single Sign-On
applications jn a single cohesive
interface
* Enforce single logout ang session
timeout enforcement acrogg all
applications
* Utilize Multi-factor authentication and
Multiple cookje domains
* Manage your different user

directories ang Passworg policies

* Leverage €nd-to-eng identity
Propagation

* Offer Federation to thirg parties
* Deploy on Amazon EC2 ang bublic cloyg

Validateq and Integrateq Cloud Technology
. §80/Rest Supports AJAX; Adobe Flex, Microsof Silverligm, and other
fich content €ngines. |t SUpports plajn text
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} SSO/Rest Solves Many Challenges

Applications in the Cloud

AJAX / Mobile / Thick Client o
Application Integration
@ ®

"Agent-less" Infrastructure

3

o @ WAM-as-a-Service

Server-side Application ° 5 SSO/RESt
Integration Use CaseS
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A Common Quandary!

Key Question How do we leverage our existing WAM infrastructure to handle platforms & applications in the public cloud?

- The Situation s Constraints

50 or more applications
integrated with your on-
premises WAM infrastructure

NO new firewall ports

Multiple user directories
NO cloud-to-datacenter VPNs
Multiple Password policies

NO syncing/pushing employee
credentials to the cloud

Multiple authentication
mechanisms
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P A Complete Web Access Management Solution
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t WAM Gaps in the Cloud
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t WAM Gaps in the Cloud
All Solved by SSO/Rest
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: Remember: Federation is NOT the Same as Web Access Management

Web Access Vanagement (WAW)

—)
‘ N

Policy Enforcement Point (PEP)
4F/

Authentication

XX s

Policy Decision Point (PDP)

@ One-time handoff from partner IDP
@ Perimeter Defense =8 Access control

@ Limited logout capability Session [ifecvcle
Audit /
management
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The SSO/Rest Solution

SSO/Rest combines existing
and emerging technologies to
extend the perimeter of your
WAM solution safely and
securely into your public Cloud

platforms

ga?
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SSO/Rest!

Rest based- lightweight

Engineered to solve this
problem

Easy to use, handles latency,
transparent....

No firewall holes - secure
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 SSO/Rest Solution Architecture

Cloud Corporate Network

Browser Cloud App(s) SSO/Rest Gateway

SSO/Rest
Plugin
i
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Legend

= Browser HTTP traffic = SSO/Rest HTTP traffic = CA SSO (SiteMinder) Agent tunnel
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t SSO/Rest Features

Enforces access policies, session management rules and timeouts across all apps whether on-site or
cloud-based

Broad Plug-in support, including Apache HTTP Server, Microsoft IIS, NGINX, generic .Net and J2EE, IBM
WebSphere, Red Hat Wildfly (JBoss), Apache Tomcat, and Oracle WebLogic

Built-in web application and service for plugin self-registration

Rich client integration support for AJAX, Adobe Flex, Microsoft Silverlight, and Mobile applications
Comprehensive OAuth and OIDC support, including wrapping vendor-specific SSO tokens inside
OAuth/OIDC tokens for tightest integration and security

Gateway component is available as a J2EE WAR file, a preconfigured Tomcat zip distribution, a VM
appliance, or a Docker image

Supports CA SSO and Oracle Access Manager — with a standalone policy decision point based on an
XACML rules engine coming in Q3

Fully supports most cloud-based platforms, including Amazon AWS, Microsoft Azure, Google App
Engine, and CloudFoundry

Extensible agent logic (something that most WAM out-of-the-box agents cannot provide)

A'DFCUNNECT www.idfconnect.com @ 10 @



 SSO/Rest Web Service Endpoints

“Look Mom! No VPN!” @
Gateway
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Change Password
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Proven Successes with Large Enterprises
‘:&3
Seamless and Secure Integration
Fortune 50 retail company makes an acquisition, and has

seamlessly and securely integrated the new web apps with its e @

eCommerce portal, without having to bring the apps in-house

or creating a VPN to the new company Acquired Company Existing Web Apps eCommerce Portal

-
%
Successfully Move .Net applications to Microsoft Azure e @

Fortune 50 finance company successfully moves its .Net
applications to Microsoft Azure while preserving all of its SSO

integrations, authentication and access policies, and audit

Ca pabilities .Net Applications Microsoft Azure
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SSO/Rest enables yoy to-
* Present ajl of your CA Single Sign-On
applications jn a single cohesive
interface
* Enforce single logout ang session
timeout enforcement acrogg all
applications
* Utilize Multi-factor authentication and
Multiple cookje domains
* Manage your different user

directories ang Passworg policies

* Leverage énd-to-eng identity
Propagation

* Offer Federation to thirg parties
* Deploy on Amazon EC2 ang bublic cloyg
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